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The NATO Science and Technology Organization 

Science & Technology (S&T) in the NATO context is defined as the selective and rigorous generation and application of 
state-of-the-art, validated knowledge for defence and security purposes. S&T activities embrace scientific research, 
technology development, transition, application and field-testing, experimentation and a range of related scientific 
activities that include systems engineering, operational research and analysis, synthesis, integration and validation of 
knowledge derived through the scientific method. 

In NATO, S&T is addressed using different business models, namely a collaborative business model where NATO 
provides a forum where NATO Nations and partner Nations elect to use their national resources to define, conduct and 
promote cooperative research and information exchange, and secondly an in-house delivery business model where S&T 
activities are conducted in a NATO dedicated executive body, having its own personnel, capabilities and infrastructure.  

The mission of the NATO Science & Technology Organization (STO) is to help position the Nations’ and NATO’s S&T 
investments as a strategic enabler of the knowledge and technology advantage for the defence and security posture of 
NATO Nations and partner Nations, by conducting and promoting S&T activities that augment and leverage the 
capabilities and programmes of the Alliance, of the NATO Nations and the partner Nations, in support of NATO’s 
objectives, and contributing to NATO’s ability to enable and influence security and defence related capability 
development and threat mitigation in NATO Nations and partner Nations, in accordance with NATO policies.   

The total spectrum of this collaborative effort is addressed by six Technical Panels who manage a wide range of 
scientific research activities, a Group specialising in modelling and simulation, plus a Committee dedicated to 
supporting the information management needs of the organization. 

• AVT Applied Vehicle Technology Panel 

• HFM Human Factors and Medicine Panel

• IST Information Systems Technology Panel 

• NMSG NATO Modelling and Simulation Group

• SAS System Analysis and Studies Panel  

• SCI Systems Concepts and Integration Panel  

• SET Sensors and Electronics Technology Panel 

These Panels and Group are the power-house of the collaborative model and are made up of national representatives as 
well as recognised world-class scientists, engineers and information specialists. In addition to providing critical 
technical oversight, they also provide a communication link to military users and other NATO bodies. 

The scientific and technological work is carried out by Technical Teams, created under one or more of these eight 
bodies, for specific research activities which have a defined duration. These research activities can take a variety of 
forms, including Task Groups, Workshops, Symposia, Specialists’ Meetings, Lecture Series and Technical Courses. 
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Glossary 

The definitions contained in this glossary are tailored for application in long-term military strategic planning 
(Force Development and Design) activities. Most of the terms defined below have many possible definitions 
depending on the field of study or the context (doctrine) in which the terms are being applied. The definitions 
here are either adapted from the specific body of military affairs literature that deals with military 
effectiveness or tailored for use in longer-term strategic planning, specifically military force development 
and design. The terms are defined at the national level but are equally relevant to analysis that includes 
Allies, partners, or coalitions.  

LEVELS OF ANALYSIS: POLITICAL TO TACTICAL 
National Interests Specific, national-level factors the defence and advancement of which are 

considered essential to the well-being of the state.1 

National Strategy The organization of all the resources available to the state in defending and 
advancing its national interests. 

Military Strategy The design and execution of campaigns to shape and win national military 
endeavors (‘wars’). 

Operations The use of engagements to prosecute theatre-level campaigns. 

Policy The stated aims of government. Ideally, policy would be designed by 
government to give effect to its overall national strategy. 

Political Strategy The development and execution of the government’s plan to achieve its policy 
(and thus ideally its overall national strategy). 

Stratagem A plan or scheme, especially one used to outwit an opponent or achieve an end 
[2]. Although each adversary will have different strategic goals and access to 
different means, there will often be a consistent logic to their approach across 
domains and environments, normally constrained by the limits of national 
capabilities. That common underlying logic informs how (and why) an 
adversary might employ its capabilities and can provide insight into their 
strategic thought. When considered in combination with a specific operational 
context, the study of adversary stratagems can inform planning meant to ensure 
escalation control over the near and long-term (adapted from Ref. [3], p. 5). 

Strategic Planning Activities undertaken at the military-strategic level to design, create, employ, 
and support the employment of the military forces of the state; to wit, force 
development, force generation and the development of campaign strategy. 

Tactics The use of military personnel and equipment to shape and win engagements. 

Vital National Interests That subset of national interests the defence and advancement of which are 
considered essential to the survival of the state. 

 
1 The definitions for national interests, vital national interests, national strategy, policy, political strategy, and military strategy, 

strategic planning, operations, and tactics are derived or adapted from Ref. [1], pp. 2-6. 
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THE MILITARY ORGANIZATION 

Doctrinal Surprise The application of a doctrine in a way that the victim cannot disrupt in the course 
of an engagement [4], p. 29. 

Lessons Learned The process by which a military force measures the efficiency and effectiveness of 
its actions against both the costs of those actions and the desired ends, for the 
purpose of improving future performance. Lessons learned may be conducted at 
any level of analysis, from the tactical to the political [1], p.3. 

Military Adaptation Adjusting existing means and methods, most often (but not necessarily) against near 
term problems and is a critical organizational requirement or characteristic for 
ensuring flexibility, survivability, and success in warfare [5], p.4. 

Military Effectiveness The proficiency with which the armed forces convert resources into fighting power. 
A fully effective military is one that generates maximum combat power from the 
resources physically and politically available to it. The most important attribute of 
military effectiveness is the ability to adapt to the actual conditions of combat and 
conflict (vice those that were assumed would occur). Military effectiveness is 
comparative and can only be assessed against a likely opponent or a rigorous 
composite adversary through a pacing threats construct.2 

Military Flexibility The ability to adjust (adaptation, resilience, recovery) to the reality of war vice the 
expected conditions of warfare. Flexibility combines doctrinal, cognitive, command, 
organizational, and technological elements (adapted from Ref. [4], p.2). 

Military Implication The implied consequences of credible deductions arrived at through the 
application of professional judgement. An implication should be actionable, 
without identifying courses of action, and relate to one or more capability 
components or enablers in order to inform military planning. For operational 
research and analysis, any implication is likely to affect multiple functional areas, 
can identify new requirements, validate current capability paths, or suggest 
capabilities of declining relevance. Implications must center upon military 
effectiveness and credibility (adapted from Ref. [7]).  

Military Innovation A major change in the conduct of warfare that produces a significant increase in 
military effectiveness (measured, ultimately, in battle space results). An innovation 
is novel, and significant in the scope of its impact, changes the way the military 
functions at all levels, and increases military effectiveness. Innovation involves 
developing new military technologies, tactics, strategies and force structures. 
Military innovation is normally a function of longer-term strategic planning [5], p.4. 

Military Political 
Effectiveness 

The effort to obtain resources for military activity in relation to the goals set by the 
polity and the proficiency in acquiring those resources. Resources consist of 
reliable access to financial support, a sufficient military-industrial base (including 
assured access), a sufficient quantity and quality of personnel, and control over 
conversion of those resources into military capabilities. Military political 
effectiveness hinges on a clear understanding of national grand strategy. This 
necessarily includes strong comprehension of vital national interests, the enduring 
and immediate threats to those interests, and a grasp of likely activities and tasks 
and the resources to carry out those activities and tasks to counter the threats to 
those interests. 

 
2 The core of all the effectiveness definitions originates in Millett et al., “The Effectiveness of Military Organizations” [6],  

pp. 1-27 and are adapted by Chuka and Neill [1], pp. 3-6.  
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Military Strategic 
Effectiveness 

The measure of effectiveness in using armed forces to secure national goals as 
defined by the political strategy. This requires strategic-level interpretation of 
government direction and intent to guide the development of defence departmental / 
ministry policy and plans and enable the communication of strategic direction and 
intent to operational-level commanders. Ideally, this process should be able to link 
strategic intent and objectives to vital national interests and more immediate interests 
informed by political and other imperatives. Strategic planning for force 
development largely sits within this level of analysis. 

Net Assessment The comparative analysis of military, technological, political, economic, and other 
factors governing the relative military capability of nations. Its purpose is to 
identify problems and opportunities that deserve the attention of senior defence 
officials [8], p.9. Net assessment is a practice that applies distinctive perspectives 
to identify problems, including organizational and socio-bureaucratic behavior 
within specific contexts, as a means of determining meaningful balance of force 
estimates and plausible strategic interactions to inform decision making (adapted 
from Ref. [9]). A Net Assessment mindset works to strengthen critical thinking 
while countering received wisdom or group think and is most valuable where it 
fosters contested advice. 

Operational Effectiveness The analysis, selection, and development of institutional concepts or doctrines for 
employing engagements to achieve strategic objectives within an operational 
theatre. Operational activity involves the analysis, planning, preparation, and 
conduct of the various facets of a campaign. This includes such things as the 
disposition and marshalling of military units, the selection of theatre objectives, 
the arrangement of logistical support, and the command and control of deployed 
forces. 

Organizational Culture The assumptions, ideas, norms, and beliefs, expressed or reflected in symbols, 
rituals, myths, and practices, that shape how an organization functions and adapts 
to external stimuli and that give meaning to its members [10], p.1. Organizational 
culture sets the context for all military innovation and affects other factors that 
influence adaptation, including civil-military relations, leadership style, threat 
perceptions, organizational beliefs, symbols, rituals, and practices that give 
meaning to the activity of an organization and influences perceptions of the 
optimal means to fight wars [5], p.9.  

Pacing Threat A strategic-operational construct based on actual threat actors against which a 
military force can observe the changing character of warfare. A pacing threat can 
be a single country or a composite pacing metric based on multiple threat actors. 
The pacing threat construct provides a comparative standard that enables a realistic 
assessment of military requirements and the relevance and credibility of existing 
or planned military capabilities. The pacing threat construct is predicated on the 
detailed understanding of the types of military capabilities being developed 
globally, appraisals of plausible doctrinal applications of those capabilities, and the 
training and force employment support necessary for effective use of those 
systems (adapted from Ref. [3], p. 4.) 

Strategic Culture A set of shared formal and informal beliefs, assumptions, and modes of behavior, 
derived from common experiences and accepted narratives (both oral and written) 
that shape collective identity and relationships to other groups, and which 
influence and sometimes determine appropriate ends and means for achieving 
security objectives [11], pp. 7-8.  
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Tactical Effectiveness The proficiency of combat units in securing operational objectives. Tactical 
activity involves the movement of forces on the battlefield against the enemy, the 
provision of destructive fire upon enemy forces or targets, and the arrangement of 
logistical support directly applicable to engagements. 

Technological and 
Doctrinal Surprise 

The use of weapons or capabilities and combat doctrine that the victim does  
not anticipate and cannot obstruct with countermeasures during an engagement 
[4], p. 29. 

Technological Surprise A unilateral advantage gained by the technology-enabled introduction of a new 
weapon or capability (or by the use of a known weapon or capability in an 
innovative way) during wartime against an adversary who is either unaware of its 
existence or not ready with effective countermeasures. Technological surprise is 
strongly associated with doctrinal adaptation and can create effects at any level of 
warfare. While military effectiveness will be altered through technological 
surprise, it does not necessarily result in a major change to the conduct of warfare 
as occurs with military innovation (adapted from Ref. [4], pp. 27-29, 233-236). 

REFERENCES 
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Utility of Stratagems.” DRDC-RDDC-2020-L039, Ottawa: DRDC, February 2020. 
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The NATO STO SAS-161 Research Task Group 
(RTG) – Military Aspects of Countering Hybrid 
Warfare: Experiences, Lessons, Best Practices 

Volume V: Military Implications 
(STO-TR-SAS-161-Vol-V) 

Executive Summary 
The NATO STO SAS-161 Research Task Group (RTG) investigating “Military Aspects of Countering 
Hybrid Warfare: Experiences, Lessons, Best Practices” is meant to inform the full spectrum of military 
planning at the Alliance and national level. This functionally oriented analysis touches all aspects of 
military effectiveness and help inform our collective efforts to account for the challenges of 
contemporary, and expected future characteristics of competition, conflict, warfare, and warfighting.  

With a focus on contributing to the long-term military effectiveness of the Alliance, Ukraine, and the 
individual Ally and Partner nations, the RTG applied the fundamentals of net assessment in developing 
two distinct research streams. Both research streams study contemporary Russian behaviors related to 
competition, conflict, warfare, and warfighting. The first stream further investigates, from Ukraine’s 
perspective, Russian aggression against Ukraine and Ukrainian institutional responses and preparations 
up to the full-scale invasion by Russia on 24 February 2022. The second research stream, undertaken by 
the non-Ukrainian members of the RTG, develops national or mission-specific case studies investigating 
Russian behaviors within differing contexts. The intent of this second stream is to identify 
military-specific aspects of those behaviors. The analysis and deductions related to each research stream 
are then combined and distilled into military implications in this, the final and summary volume of 
SAS-161 reporting. 

The research and analysis of the RTG uncovers several overarching conclusions. 

First, Ukraine provides an exemplar of military effectiveness grounded upon superb military adaptation 
and flexibility. The current effectiveness of Ukraine’s armed forces is rooted in almost 9 years of effort 
to modernize and transform Ukraine’s conceptions of security and defence. As with any situation, there 
is an historical and contemporary context that must be appreciated and taken into account but there is 
much to learn from Ukraine’s actions.  

Second, it is imperative that each threat is studied in a way that respects the context of adversary 
decision making and the specifics of threat behaviors applied to each target. Conversely, each target of 
Russian malevolence must be studied to understand the historic and contemporary conditions that create 
both vulnerabilities and shields against the Russian threat. When faced with multiple threats, each must 
be understood individually before designing comprehensive responses. In other words, a net assessment 
mindset applied to threat-based planning will result in greater understanding of threat, strengths, 
vulnerabilities, and risk. 

Third, at the national level, the concept of “total” or “comprehensive” defence (e.g., the idea that 
national security and defence must be seen as a whole-of-government and whole-of-civil society 
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responsibility) is the root foundation of military effectiveness. Such conceptions of national defence 
help clarify the role of military forces in relation to other instruments of national power, thereby 
contributing to the political effectiveness and the reduction of friction between bureaucratic 
organizations. These robust national conditions, in turn, strengthen the effectiveness and cohesion of 
Alliance or coalition military effectiveness. 
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Le groupe de recherche (RTG) SAS-161 de la STO 
de l’OTAN – Aspects militaires de la lutte contre 
la guerre hybride : expériences, enseignements, 

meilleures pratiques 
Volume V : Implications militaires 

(STO-TR-SAS-161-Vol-V) 

Synthèse 
Le groupe de recherche (RTG) SAS-161 de la STO de l’OTAN – « Aspects militaires de la lutte contre 
la guerre hybride : expériences, enseignements, meilleures pratiques » vise à éclairer tout le spectre 
de la planification militaire au niveau de l’Alliance et au niveau national. Cette analyse fonctionnelle 
aborde tous les aspects de l’efficacité militaire et éclaire nos efforts collectifs visant à tenir compte 
des caractéristiques actuelles et futures (prévues) de la concurrence, des conflits, de la guerre et des combats. 

En se concentrant sur la contribution à l’efficacité militaire à long terme de l’Alliance, de l’Ukraine  
et des pays alliés et partenaires, le RTG a appliqué les principes fondamentaux de l’évaluation nette pour 
établir deux axes de recherche distincts. Les deux axes de recherche étudient les actuels comportements 
russes liés à la concurrence, aux conflits, à la guerre et aux combats. Le premier axe étudie plus en détail, 
du point de vue de l’Ukraine, l’agression de la Russie contre l’Ukraine et les préparatifs et réponses 
institutionnelles de l’Ukraine jusqu’à l’invasion à grande échelle par la Russie le 24 février 2022. 
Le deuxième axe, suivi par les membres non ukrainiens du RTG, développe des études de cas nationales 
ou propres à une mission, qui examinent les comportements russes dans différents contextes. L’objectif 
de ce deuxième axe est d’identifier les aspects spécifiquement militaires de ces comportements. L’analyse 
et les déductions liées à chaque axe de recherche sont ensuite combinées et aboutissent à des implications 
militaires, indiquées dans le volume final et synthétique des rapports du SAS-161. 

Les recherches et l’analyse du RTG mènent à plusieurs conclusions générales. 

Premièrement, l’Ukraine est un exemple d’efficacité militaire fondée sur une adaptation et une souplesse 
militaires exceptionnelles. L’efficacité actuelle des forces armées ukrainiennes s’enracine dans près de neuf 
ans d’efforts pour moderniser et transformer les conceptions de sécurité et de défense de l’Ukraine. Comme 
dans toute situation, il convient d’apprécier et de tenir compte du contexte historique et contemporain, 
mais les actions de l’Ukraine ont beaucoup à nous apprendre. 

Deuxièmement, il est impératif d’étudier chaque menace de manière à respecter le contexte décisionnel 
de l’adversaire et les spécificités des comportements menaçants pour chaque cible. Inversement, il faut 
étudier chaque cible de la malveillance russe pour comprendre les conditions historiques et contemporaines 
qui créent des vulnérabilités ou protègent contre la menace russe. Si les menaces sont multiples, chacune doit 
être comprise individuellement avant la conception de réponses complètes. En d’autres termes, 
une planification basée sur les menaces et réalisée dans l’esprit d’une évaluation nette permettra 
une meilleure compréhension des menaces, des forces, des vulnérabilités et des risques. 
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Troisièmement, au niveau national, le concept de défense « totale » ou « complète » (par exemple, l’idée que 
la sécurité et la défense nationales doivent être considérées comme une responsabilité de l’ensemble 
du gouvernement et de la société civile) est le fondement même de l’efficacité militaire. De telles 
conceptions de la défense nationale aident à clarifier le rôle des forces militaires par rapport à d’autres 
instruments de pouvoir nationaux, contribuant ainsi à l’efficacité politique et à la réduction des frictions entre 
les organisations bureaucratiques. La solidité de la situation nationale renforce à son tour l’efficacité 
et la cohésion de l’Alliance ou l’efficacité militaire de la coalition. 
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THE NATO STO SAS-161 RESEARCH TASK GROUP (RTG) – 
MILITARY ASPECTS OF COUNTERING HYBRID WARFARE: 

EXPERIENCES, LESSONS, BEST PRACTICES 
VOLUME V: MILITARY IMPLICATIONS 

Neil Chuka 
Defence Research and Development 

CANADA  

1.0 INTRODUCTION 

1.1 Military Effectiveness 
The NATO STO SAS-161 Research Task Group (RTG) investigating “Military Aspects of Countering 
Hybrid Warfare: Experiences, Lessons, Best Practices” is meant to inform the full spectrum of military 
planning at the Alliance and national level. The functionally oriented analysis and the country-specific case 
studies developed by the RTG touch all aspects of military effectiveness and help inform our collective 
efforts to account for the challenges of contemporary, and expected future characteristics, of competition, 
conflict, warfare, and warfighting.  

Defence scientific research and development activities must, in the first instance, seek to contribute to the 
military effectiveness of the forces they support. Military effectiveness is defined as: 

the proficiency with which armed forces convert resources into fighting power. A fully effective 
military is one that generates maximum combat power from the resources physically and politically 
available to it. The most important attribute of military effectiveness is the ability to adapt to the 
actual conditions of combat and conflict (vice those that were assumed would occur). Military 
effectiveness is comparative and can only be assessed against a likely opponent or a rigorous 
composite adversary through a pacing threats construct.1  

Military effectiveness has political, military-strategic, operational, and tactical level components and is 
inextricably tied to military learning, adaptation, and innovation.2 As might be expected, military 
effectiveness is defined differently depending on the purpose of the individual scholar. While we ascribe to 
Williamson Murray and Alan Millett’s national and organizationally-focused construct, others have focused 
on the ability of military formations to generate, apply, and reconstitute combat power [6]. Still others apply 
notions of effectiveness at what we might call the service or environmental level (e.g., Army, Navy, 
Airforce, etc.) [7], [8]. Scholars have also applied Murray and Millett’s framework to assess gaps in tactical 
level military effectiveness as a means of correcting national level political, social, and military 
historiography [9]. Of greater, more recent frequency, many have built upon Murray and Millett and their 
individual and combined work investigating learning, adaptation, and military innovation to focus on the 
specifics of the intersection of technology, doctrine, organizational culture, and other factors, and the 
implications for military effectiveness in contemporary times [10], [11], [12], [13], [14], [15]. Regardless of 
the particular focus, all of these consider political (inclusive of socio-cultural, economic, and other national 
factors), military-strategic, operational, and tactical issues affecting the ability of the armed forces to achieve 
desired ends.  

1 The military effectiveness definitions employed here originate in Millett et al. [1] pp. 1-27. These were adapted specifically for 
force development and design purposes by Chuka [2] and Chuka and Neill [3]. 

2 See for example the essays in Murray and Millett [4] and Murray [5]. 
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Notions of military effectiveness color the work of many scholars in several fields of study, even if the words 
“military effectiveness” are not explicitly used. Moreover, the use of the words “military effectiveness” by 
authors certainly predates the work of Murray and Millett but their framework has proven sufficiently 
resilient to stand the test of time and, even if used as a foil, the phrase has been employed in multiple 
academic fields of study.3 It is for this reason that we loosely apply the military effectiveness framework as a 
guide for the work of SAS-161. The framework is relatable to a substantial body of serious academic and 
professional literature, it provides an innate flexibility that enables the integration of a broad range of 
subjects and helps focus our analysis for a particular purpose ‒ the provision of STO support to the NATO 
military instrument of power.  

1.2 Background 
The SAS-161 RTG is the second Systems and Analysis Studies (SAS) activity conducted in collaboration 
with Ukraine. During the period 2015 ‒ 2017, the SAS-121 Research Specialist Team (RST) investigated in 
detail the Russian annexation of Crimea and the instigation of its campaign in Eastern Ukraine.4 That 
collaborative research activity demonstrated the earnest, forthright desire of our Ukrainian partners to 
investigate Russian methods of conflict, warfare, and warfighting, share their experiences, and work closely 
with NATO. The intent of SAS-121 was to contribute to the study and learning of contemporary conflict and 
warfare to help collective efforts to address shared security and defence challenges.  

SAS-161 follows in the path of SAS-121 by studying the military aspects of countering hybrid warfare to 
better understand individual and collective experiences, develop and share lessons, and identify best practice. 
This present work partnered the National Defence University of Ukraine (NDUU) with analysts from 
Canada, Croatia, Czechia, Denmark, Finland, Great Britain, Latvia, and Sweden, and NATO SOF HQ 
(NSHQ) via the SAS Panel and the STO Collaboration Support Office (CSO). The work was Co-Chaired by 
Canada and the NDUU. At the NDUU, the “Project Kalmius” team was led by the Ukrainian Co-Chair of 
SAS-161, Colonel Viacheslav Semenenko.  

Our work has two distinct research streams, both focused on studying Russian behaviors related to 
competition, conflict, warfare, and warfighting. The first stream further investigates, from Ukraine’s 
perspective, Russian aggression against Ukraine and Ukrainian institutional responses and preparations up to 
the full-scale invasion by Russia in February 2022. The second research stream was undertaken by the 
non-Ukrainian members of the RTG and sees the development of national or mission-specific case studies 
investigating Russian behaviors in specific differing contexts. The intent of this second stream is to identify 
military-specific aspects and implications of that behavior.  

1.3 Method 
Designed and approved in October 2019, the SAS-161 work program seeks to provide a unique contribution 
to the broader literature on “hybrid” or contemporary warfare by best exploiting the talents of, and the 
information available to, the RTG members, all of whom are involved in defence planning or professional 
military education systems at the national or Alliance level. In an effort to differentiate from some other 
portions of the very large, and growing, body of literature on hybrid warfare, the RTG work program was 
designed to adhere to the fundamentals of “net assessment” while striving to produce analysis focused on the 
aforementioned conception of military effectiveness.  

Net assessment is the comparative analysis of military, technological, political, economic, and other factors 
governing the relative military capability of nations.5 Its purpose is to identify problems and opportunities 

3 On predating, see for example Sutherland [16]. 
4 The final report of that RST is entitled “Research Specialist Team on Hybrid Warfare: Ukraine Case Study” [17]. 
5 The following three paragraphs are adapted from Chuka and Archambault [18], pp.7-8.  
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that deserve the attention of senior defence officials [19], p.9. Net assessment is a practice that applies 
distinctive perspectives to identify problems, including organizational and socio-bureaucratic behavior 
within specific contexts, as a means of determining meaningful balance of force estimates and plausible 
strategic interactions to inform decision making (adapted from Ref. [20]). A Net Assessment mindset works 
to strengthen critical thinking while countering received wisdom or group think and is most valuable where it 
fosters the provision of contested advice to decision-makers. Most importantly, a net assessment mindset 
demands the study of ourselves and our adversaries both. 

For military planning purposes, net assessment is focused on power relationships: it is a means of capturing and 
orienting decision-makers to the exploration of strategic interactions ‒ in all their complexity and variables ‒ 
between and among actors in the operating environment as a way to expose gaps and opportunities. This allows 
analysts to better understand contexts and what constitutes relevant change in the strategic environment that 
affects military decision making.6 As analysts, it also allows us, in fact forces us, to characterize the bounds of 
competitive military space. In support of an estimative process, net assessment frames military problems as 
strategic interactions as a way to think about choices and their impacts [23]. And it forces us to contain our 
analysis within the boundaries or parameters of a particular time period.  

In this way, net assessment is an approach ‒ a way of thinking ‒ that incorporates all-source and 
inter-disciplinary material and recognizes the intellectual necessity of both nurturing and managing contested 
advice at an organizational level. Net assessment, therefore, is not only, potentially, a “capacity” or a 
“capability” as it has been recently described in various restricted distribution Alliance documentation.7 As 
such, it is not surprising that organizations deal with it hesitantly, certain that it might be necessary, but 
uncertain as to how or why. For instance, the 2010 NATO Strategic Concept calls on the Alliance to ensure 
it is “at the front edge in assessing the security impact of emerging technologies, and that military planning 
takes the potential threats into account.” Such admonition calls out for comparative assessment in aid of 
pursuing the strategic objective of maintaining competitive advantage over potential adversaries ‒ but of 
course does not explicitly refer to “net assessment” [24], p.17. Neither, then, is it surprising that net 
assessment is variously considered to be a product, a capability, a process, an intellectual construct and a 
methodology. Nonetheless, both analysts and practitioners should embrace net assessment as an 
organizational mindset or approach that works to strengthen critical thinking while countering received 
wisdom or “group think,” rather than pursue it as an “authoritative” singular endeavor or point of departure 
for planning.8 

With this in mind, the SAS-161 work program is guided by relatively straightforward parameters comprised 
of three pillars.  

The first pillar is the focus on the military aspects of contemporary competition, conflict, warfare, and 
warfighting. While political, economic, financial, and other factors are relevant to some of the 
individual studies comprising the SAS-161 body of work, those non-military factors are only considered 
insofar as required to understand their military implications within the context of a particular case study. 
This focus does not disregard the interplay between the military and other instruments of power; rather, 
we apply this focus to help identify gaps in military authorities, responsibilities, legal frameworks, and 
policy that are exposed during the research and analysis. This is critical as the SAS-161 work is 

6 See Gouré [21], pp. 90-97. Gouré explains the relationship between net assessment and the development of competitive 
strategies, recognizing that there are several acceptable definitions and usages of “net assessment.” For an excellent discussion 
of the origins of net assessment and the role of Dr Andrew Marshall in its development and implementation see Adamsky 
[22], pp. 611-644. 

7 There is very little Alliance documentation on this point that can be referenced in an unclassified publication. The author has 
participated in unclassified Alliance meetings where this point has been made by others. 

8 This should not be interpreted as a claim that comparative assessment does not occur naturally ‒ as Cohen has observed, the 
appraisal of military balances “goes on all the time in the minds of decision-makers and their staffs” [25], p. 4. The argument 
we are making here is the importance of improving upon stale threat-agnostic capability based planning methods.  
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conducted under the auspices of the Alliance’s Science and Technology Organization (STO) 
and therefore must contribute to the use, development of, and effectiveness of the military instrument 
of power.  

The second pillar is that Russia, inclusive of proxies and others that might contribute to Russian goals, is the 
sole threat actor under consideration. While other threat actors might apply methods similar to those of 
Russia, adherence to the principles of net assessment means that each threat actor (and target ‒ e.g., Ukraine 
or any of the states considered in our case studies) must be considered in their own context. Broadening the 
research and analysis to include other threat actors risks studying the methods rather than the actor ‒ 
something that is arguably of limited utility for military planning purposes and, regardless, has been done by 
many others.9  

The third and final pillar is the preference for contemporary primary source material in the research and 
analysis. As much as possible given the intent to work at the unclassified level, the members of the RTG 
employ original official documentation, interviews, and other similar material considered to be primary source. 
This requirement is meant to emphasize and exploit the specialized knowledge and perspective held by the 
RTG members and thereby distinguish it from analysis conducted by those outside of defence institutions.  

No single project can be comprehensive and SAS-161 is no exception to this rule. For example, there is 
limited detailed discussion of the use of space or cyber capabilities and the case studies are not intended to 
span all recent targets of Russian malevolence or those countries that fall within Russia’s self-proclaimed 
sphere of interest. Nonetheless, our research and analysis contribute to the broader body of work on 
contemporary competition, conflict, and warfare and contribute to the effort to better understand ourselves 
and Russia as an adversary.  

With these parameters, the case studies and the Ukrainian Project Kalmius research and analysis were 
developed independently under central direction and guidance from the Co-Chairs. This approach 
maximized the disparate professional and educational backgrounds and perspectives of the RTG members.  

The implications development process described in the “Military Implications” volume of our reporting was 
then used to distil the military implications from the collated main analytic deductions identified in each 
individual piece of work. Military implications are defined as:  

The implied consequences of credible deductions arrived at through the application of professional 
judgment. An implication should be actionable, without identifying courses of action, and relate to 
one or more capability components or enablers in order to inform military planning. For 
operational research and analysis, any implication is likely to affect multiple functional areas, can 
identify new requirements, validate current capability paths, or suggest capabilities of declining 
relevance. Implications must centre upon military effectiveness and credibility. (Adapted from 
Ref. [28]). 

The implications development process allows for the identification of commonalities and contrasts across all 
of the main deductions, enabling the integration of the entire body of RTG scholarship into a whole.10 The 
incorporation of an implications development process as a core portion of the work program reinforces our 
focus on the military aspects of hybrid approaches and the application of such methods by a specific threat 
actor (Russia). The result is a specific set of recommendations tailored to planning functions. Consequently, 

9 See for example, Giannopoulos et al. [26]. A public version of this document was produced in 2012. See also the 
Multinational Capability Development Campaign Countering Hybrid Warfare project and series of publications. A summary 
of that work is available at: MCDC CHW project [27]. 

10 A similar process assessed the results of the SAS-121 analysis from a NATO perspective. That work is captured in the 
SAS-127 final report entitled “Hybrid Warfare: Implications for NATO” [29]. 
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we remain within the scope and intent of the NATO STO SAS mandate, respectful of the role and authorities 
of those executing planning functions in NATO and national level headquarters and remain true to the 
framework of academic and professional literature on military effectiveness and net assessment that provided 
the intellectual guidance in the development of the RTG work program. 

1.4 Overview of Analysis 
The specific topics covered in this volume of SAS-161 reporting are detailed in the next section. Overall, 
however, there are some major deductions resulting from the work as a whole.  
Ukraine provides an exemplar of military effectiveness grounded upon superb military adaptation and 
flexibility. The current effectiveness of Ukraine’s armed forces is rooted in almost 9 years of work that has 
modernized and transformed Ukraine’s conceptions of security and defence with the support of a wide 
variety of international partners. As with any situation, there is an historical and contemporary context that 
must be appreciated and accounted for but all those interested in security and defence affairs will do well to 
study Ukraine’s actions to glean insight and lessons.  

The reporting confirms the imperative to study each threat in a way that respects the context of adversary 
decision making and the specifics of behaviors directed at each target. Conversely, each target of Russian 
malevolence must be studied to understand the historic and contemporary conditions that create both 
vulnerabilities and shields against the Russian threat. Even when faced with multiple threats it is important 
that each is understood individually before designing comprehensive responses. In other words, a net 
assessment mindset applied to threat-based planning will result in greater understanding of threat, strengths, 
vulnerabilities, and risk. 

Our analysis helps to highlight that, at the national level, the concept of “total defence” or “comprehensive 
defence” (e.g., the idea that national security and defence must be seen as a whole-of-government and 
whole-of-civil society responsibility) is the foundation of military effectiveness, at least from a homeland 
defence perspective. This is because such conceptions of national defence help clarify the role of military 
forces in relation to other instruments of national power and, hopefully, contribute to high levels of military 
political effectiveness.11  

Finally, despite the fact that much of the work of the SAS-161 RTG was conducted remotely, in a distributed 
fashion, first because of the pandemic and latterly because of the full-scale Russian invasion of Ukraine, 
collaborative projects such as this contribute to our ability to reach greater levels of understanding and improve 
our knowledge on contemporary security and defence challenges. 

1.5 Topics Covered in this Volume 
This volume of reporting from SAS-161 covers the military implications developed by the RTG based upon 
all material developed as part of our work. The section following this introduction describes the purpose, 
intent, and method of the military implication development. That section is, in turn, followed by the 
implications. This volume also contains two annexes. The first links source material to each implication. 
The  second details a range of topics suitable for further collaborative research analysis with Ukraine. 
These topics were developed by the RTG in March 2023. Also included in this volume is the glossary 
employed by SAS-161.  

 
11 Military Political Effectiveness is defined as: The effort to obtain resources for military activity in relation to the goals set 

by the polity and the proficiency in acquiring those resources. Resources consist of reliable access to financial support, a 
sufficient military-industrial base (including assured access), a sufficient quantity and quality of manpower, and control over 
conversion of those resources into military capabilities. Military political effectiveness hinges on a clear understanding of 
national grand strategy. This necessarily includes strong comprehension of vital national interests, the enduring and 
immediate threats to those interests, and a grasp of likely activities and tasks and the resources to carry out those activities 
and tasks to counter the threats to those interests. 
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2.0 MILITARY IMPLICATIONS DEVELOPMENT FRAMEWORK 

2.1 Background  
Typically, analysis of the sort that occurs within defence organizations, including NATO, provides deductions, 
recommendations, or both at the conclusion of an activity. Neither deductions nor recommendations are 
implications, even when considering common dictionary definitions. Implications are the middle ground 
between expert analysis and direction and are critical to providing decision-makers with context-relevant 
information that is comprised of both evidence and professional judgment. For STO activities the mandate is to 
support Alliance military activities rather than direct change. Concluding analysis with deductions may be 
considered sufficient but applying professional judgment to enhance what those deductions imply for the 
consumer of our work not only helps to stimulate thinking about what can be done about problems or 
opportunities but also, because of access to privileged information, distinguishes our work from that of 
academia and others outside of the Alliance structure. Most importantly, for collaborative group work such as 
that of the SAS-161 RTG, working towards the development of implications helps transform the work from 
that of individuals to that of the collective by applying the professional judgment of the whole. 

SAS-161 is the second NATO STO SAS research activity conducted in partnership with Ukraine. It follows 
SAS-121, the first collaborative partnership, and SAS-127, which explored the NATO-specific implications 
of the SAS-121 RTG analysis. The SAS-127 work applied an informal structure to organize the development 
of implications but did not adhere closely to language befitting the middle ground between scientific 
deduction and direction. This resulted in the development of “implications and recommendations” and much 
use of the word “should.” In retrospect, the work would have been strengthened by a greater “if – then” 
emphasis, meaning, a more direct link to consequences. One of the goals for SAS-161 is to improve upon 
that earlier work by applying a somewhat more formal approach to develop implications for NATO, 
Ukraine, NSHQ, and individual countries, in that order of priority.  

By working to both create and apply a NATO-specific implications development framework, SAS-161 will be 
contributing to the methodological improvement of SAS activities. An initial framework comprised of policy, 
process, military (operational), education, interagency, doctrinal, and research and development categories will 
be applied and refined in the course of the RTG work program.  

2.2 The Idea of Implications 
Military implications are the implied consequences of credible deductions arrived at through the 
application of professional judgment. An implication should be actionable, without identifying courses of 
action, and relate to one or more capability components or enablers in order to inform military planning. For 
operational research and analysis, any implication is likely to affect multiple functional areas, can identify 
new requirements, validate current capability paths, or suggest capabilities of declining relevance. 
Implications must center upon military effectiveness and credibility (adapted from Chuka et al. [28]). 
Military effectiveness is defined as the proficiency with which the armed forces convert resources into 
fighting power. A fully effective military is one that generates maximum combat power from the resources 
physically and politically available to it. The most important attribute of military effectiveness is the ability 
to adapt to the actual conditions of combat and conflict (vice those that were assumed would occur). Military 
effectiveness is comparative and can only be assessed against a likely opponent or a rigorous composite 
adversary through a pacing threats construct.12 These terms and their definitions, are equally applicable to 
NATO and national militaries.  

Working toward the development of military implications is most important during collaborative group work. 
In such environments the use of a framework will help the group lead or facilitator to transition the work of 

 
12 The core of all effectiveness definitions originates in Millett et al., “The Effectiveness of Military Organizations,” [1] pp. 3-6.  
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individuals to that of the collective, compel the group to remain true to the evidence, tease out and properly 
account for dissenting and opposing views, challenge biases, and avoid the understandable temptation to seek 
consensus. In an Alliance context, this is particularly important as there is a natural tendency, or indeed a 
requirement, to strive for agreement across all Allies. For scientific activities, there is a balance to be struck. In 
developing the military implications of scientific analysis, we must try to come to some agreement on the 
consequences of the evidence but this must not be purchased at the cost of discounting or ignoring the 
evidence. A lack of consensus on the consequences of the analysis does not indicate failure; such disagreement 
should be expected and can be important for the identification of areas requiring additional research and 
analysis. In sum, a structured, bounded approach to thinking about the military implications or our work 
improves the defensibility of the analytic inputs to the development of military advice. 

2.3 The Implications Development Framework 
Thinking about implications requires thinking about context and applying our deductions against that 
context. Put differently, an implications development framework must be tailored to the organization being 
supported by the research and analysis – most specifically the authorities, responsibility, and lines of 
business (planning). Implications may affect more than one mandate within current organizational structure. 
Consequently, implications should not necessarily be tailored to contemporary structure.  

Military organizations operate within tightly arranged planning environments that consider different time 
“horizons” that comprise the continuum of planning. The variety of planning activities that occur require 
consideration of, or are influenced by, internal and external drivers. Internally, the expectations of political 
and military authorities create what might be called “strategic guidance.” Strategic guidance will include 
formal and informal policy, political and military direction and guidance, mission, output, task, and force 
posture direction and considerations, and for many Western-oriented countries, formal and informal 
expectations of allies and partners. The external component is largely comprised of threat-based 
considerations that form the bulk of contemporary or future operating environment assessments or estimates, 
including the strategies, stratagems, and doctrines of the adversary. The external component must also 
consider the geography (and the natural environment related to geography) in relation to areas of operation 
and “blue” thinking on warfare and warfighting.  

The military planning environment will have near and long-term components. The near-term component is 
typically in relationship to the authorities and responsibilities of operational or combatant commands and 
immediate-term political considerations. The long-term planning component is normally associated with 
force development and design.  

While it is important to have reference documentation associated with, in particular, the strategic guidance 
when building an implications development framework, it is more important that the participants in the work 
are familiar with the documentation and current decision-making context and have professional backgrounds 
appropriate to the subjects being discussed. Put differently, the development of implications involves the 
application of professional judgment. Consequently, success in this endeavor hinges upon engaging people 
with sufficient professional experience, subject matter knowledge and expertise, and a mindset attuned to the 
application of their scientific work to actual military problems. What might be considered “sufficient” in 
terms of knowledge and expertise will be contingent upon the context of the work. Ideally, deliberations can 
take place at the classified level as it is within these secure confines that the most sensitive topics and 
considerations can be raised and debated and these are the levels that enable the most detailed discussions to 
occur. The major difference between classified and unclassified work is the specificity allowed by reference 
to documentation that highlights discrete aspects of the problems being considered by the consumers of our 
work. However, meaningful implications can result from unclassified discussions and, in fact, wording can 
be employed that will speak to those working within classified military planning spaces. 
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SAS-161 is bound to the NATO Unclassified, releasable to AUS, CHE, IRL, JPN, SWE, UKR level of 
classification. This limits the ability to openly consider, and make reference to, most NATO documentation 
that might inform the RTG deliberations. Consequently, the initial SAS-161 implication development 
framework will use categories similar to those used in SAS-127: policy, process, military (operational), 
education, interagency, doctrinal, and research and development.  

2.4 Application of the Framework 
SAS-161 must consider, in the first instance, the implications of our analysis for NATO military planning. 
For NATO, the near-term time horizon is associated with SACEUR and the long-term with SACT. The 
Military Committee binds these “Bi-Strategic Commands” (Bi-SC) and develops military advice to the 
NATO political level.  

Along with planning timeframes, we must also consider current military authorities and responsibilities. It is 
all too easy to simply advocate for expanded military authorities to counter the methods of our adversaries. 
Doing so, however, risks the increased militarization of non-military problems, implies military 
responsibility for broader security issues, and carries with it the potential for undermining the legal, 
regulatory, and culturally (organizational and otherwise) based system of checks and balances that should be 
seen as a strength of liberal democracies. It should require a truly exceptional circumstance to make an 
argument for expanded military authorities. In addition, all Alliance activities are highly structured, agreed 
upon, and the most significant activities are modified only after considerable discussion and effort. Any 
implications suggesting a modification of military authorities must consider the bureaucratic difficulty of 
addressing an implication ‒ anything that reads as being too difficult may simply be disregarded. In such 
cases, incremental change may be preferable to no change. 

The following section provides the implications developed by the SAS-161 RTG. 

3.0 SAS-161 MILITARY IMPLICATIONS 

3.1 Introduction 
Using the basic framework described in Section 2.0, the SAS-161 RTG developed the following military 
implications through assessment of all of the research and analysis conducted by the team. The implications 
are relevant to all levels of military planning with a focus specific to NATO, Ukraine, or individual nations. 
In many cases, an implication is relevant to all three. The ordering of the implications is not hierarchical and 
the categorization resulted from the collation of refined draft implications. Those refined drafts were further 
distilled into the material presented here. The categories of the implications are: Net Assessment – 
Understanding, Policy, Military Instrument of Power, Homeland, and Information Environment. The 
implications below imply a program of research and analysis that could be pursued at the Alliance or 
national level or, in many cases, collaboratively with Ukraine.  

3.2 Military Implications 

3.2.1 Net Assessment – Understanding 

3.2.1.1 Developing Common Understanding 

Deduction 

Alliance cohesion must never be taken for granted and neither should we presume to understand the 
adversary without first seeking to understand ourselves. Contemplating interaction with competitors and 
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adversaries is necessarily comparative and must be predicated on an objective assessment of the Alliance as 
a whole and the component national parts. The deployment of NATO-allocated forces to other member 
nation territory creates important opportunities to increase intra-Alliance understanding, conduct training 
upon potential battlespace geography, and improve integration of Alliance military formations. Such 
deployments, however, also present opportunities for adversaries to exploit when friction inevitably occurs 
between deployed personnel and the host nation.  

Implication – Understanding ourselves 

Forces deploying into another country as part of a NATO mission cannot be insular or simply limit their 
interactions to military-to-military relations. Integration with the host-nation civil population is every bit as 
important to developing understanding of the Alliance as is the combined training meant to ensure military 
readiness. There must be an emphasis on “issues identified” (both positive and negative) in post-deployment 
reporting at the national and Alliance level so that respective staffs can consider how these might highlight 
national and Alliance strengths and vulnerabilities as part of net assessment activities.  

3.2.1.2 Systematic Analysis of Military Exercises  

Deduction 

It is common practice for Russia, NATO, and many military powers to use military exercises both to test 
readiness and to signal various messages to competitors and adversaries. Depending on the effect sought, 
it follows that some exercises will be conducted in secret or covertly and others will be overt. Most 
large-scale exercises combine both functions. A nation must have the ability to exercise without revealing 
its defence activities. Russia has a long-standing practice of combining military exercises with other 
instruments of power, specifically political and informational. Considered together with the timing of 
previous exercises with respect to explicit aggressive military activities, this suggests a rhythm that can be 
analyzed as part of the search for indications and warnings of Russian hostile intentions.  

Implication – Understanding the other 

The synchronization of military exercises with the application of other Russian instruments of power helps to 
link its behavior (means) to stratagems (ways). NATO benefits from its members’ and partners’ diverse 
strategic cultures, which shape their distinct experiences and knowledge of Russia and Russian behavior. 
This breadth of perspective creates a greatly enhanced ability to understand the adversary in a way not 
available to a relatively isolated Russia which is more prone to the development of an unchallenged world 
view. Military planning at all levels must actively seek to account for differing perspectives in developing 
the contested advice required for rigorous decision making.  

Implication – Understanding ourselves 

Large NATO exercises will continue to signal Alliance readiness, resolve, and cohesion. However, given 
Russian proclivity to use all instruments of power as a response to what are perceived (or feigned to be) 
provocative actions, NATO planners will do well to consider potential second and third order effects of 
NATO exercises on countries and regions neighboring the Alliance. Exercise design and execution should 
account for the assessment of the changing operating environment (Allies, Partners, potential adversaries). 
This flexibility is necessary to fully account for emerging risks and opportunities.  
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3.2.1.3 Spirituality and Religion 

Deduction 

The Russian Orthodox Church (ROC) has actively supported Russian government’s intent and actions before 
and throughout the war against Ukraine. The ROC does this by supporting propaganda narratives and by 
attempting to provide theological justification and blessing to Russian aggression. In addition, the ROC has 
contributed to Russian hybrid activities in other countries and territories. Similar minded Russian-oriented 
autocephalous Eastern Orthodox Churches have also directly or indirectly supported Russian political goals.  

Implication – Understanding the other 

Assessments of the operating environment must take into account the spiritual tendencies of the 
populations amongst which military operations take place, the relationship of religious and spiritual 
organizations to political authorities, the historical context of those relationships in the strategic and 
political culture of a given population. We must not allow bias related to Western conceptions of 
church-state relations and assumptions on rates of religiosity cloud judgment on the spirituality of humans 
or specific populations.  

3.2.1.4 Religious Organizations and Politics 

Deduction 

The ROC is not simply a proxy of the Russian government as it continues to play a significant political role 
that has been historically typical for many Eastern Orthodox Churches. In contrast to the more expected 
separation of church and state typical in Western European and North American countries, 
Eastern Orthodoxy has tended toward cultures of adaptability or symphony (Byzantine tradition) in which 
the political and religious aspects of society are intertwined. In this tradition, the church plays a political role 
of greater or lesser degree in some societies, countries, and territories. 

Implication – Understanding the other 

We must not underestimate the role of religious organizations in the day-to-day life of a population and the 
historical political role played by those organizations in a polity. Even when assessments of religiosity 
suggest a decline in adherence to formal religious practice, we should be wary of assuming that this 
correlates to declining perceptions of legitimacy accorded to religious authorities. This may particularly be 
the case when a population perceives insecurity or direct threats to national or societal stability.  

3.2.2 Policy 

3.2.2.1 National Interests, Alliances, and Partners 

Deduction 

From the implementation of the 1994 Budapest Memorandum, through to the full Russian invasion in February 
2022, Ukraine has, at times, been frustrated by a perceived lack of consistency in Western (e.g., EU, NATO, 
US) attention, policy, and support. Ukraine’s experience starkly illustrates the historical truism that national 
interests will always take precedence over collective interests (bi-lateral or otherwise). Great and regional 
powers will act as they must and alliances and political collectives will always have weaknesses associated with 
process and the degree of consensus on any given matter. 
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Implication – National policy and Alliance cohesion 

Prudence dictates that the national policies of one country always consider the potential for the national 
interests of other countries to override any shared or collective interests. To mitigate surprise, policy 
generated through scenario-based contingency planning should consider the potential that agreed support 
will, at times, be challenged by competing interests. 

3.2.2.2 Reducing Coercive Options: Limiting Dependence 

Deduction 

Historically, Ukraine’s economy has been weighted towards trade with Russia. This created options for 
Russian non-military coercion and consequent escalatory control by allowing Russia to leverage economic 
means for malign purposes. Over the long term, Ukraine may struggle to reduce historical trade patterns with 
Russia. However, doing so is required to reduce the potential for Russia to coerce Ukraine. 

Implication – Reducing economic vulnerabilities 

It is unlikely that the current phase (late 2022 ‒ early 2023) of the Russian war in Ukraine will result in a 
favorable military outcome for the aggressor. However, a strategic advantage for Russia will result if 
Ukraine continues, on balance, to be dependent upon Russia in economic relations. Ukraine must be able to 
demonstrate what is required for them to begin, and sustain, the realignment that will reduce the potential for 
Russia to apply economic coercion in the post-war years.  

3.2.2.3 Formulating Legal Frameworks 

Deduction 

Legal and policy frameworks that include clear, measurable objectives are vital to a coherent approach to 
capability development. Failure to identify legal and policy gaps may inhibit either capability development 
or the nation’s ability to employ the completed capability. 

NATO Implication – Review of laws 

Actors engaged in capability development must be trained and educated to identify legal and policy gaps. 
Stakeholders should incorporate, within the capability development process, a deliberate method for 
reviewing and revising laws and policies. This process is especially important in the counter hybrid 
warfare realm, where capabilities are often introduced to the national defence and security architecture for 
the first time. 

Deduction 

Since 2014 Ukraine has continually developed and revised laws and policies to support unforeseen 
defence and security requirements. The revised laws and policies conform to accepted European Union 
and NATO norms as applicable. These actions have fallen broadly into three categories:  

• Construct and clarify legal boundaries that mitigate the effects of Russian attempts to legitimize its 
aggression by misrepresenting international laws and customs.  

• Create hybrid defence structures that integrate capabilities from a multitude of governmental and 
non-governmental organizations.  

• Protect citizens’ rights within the context of territorial defence.  
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Ukraine Implication – Authorities, responsibilities, accountabilities 

Ukraine’s capacity to counter hybrid threats will continue to rely heavily on the ability to rapidly adapt 
authorities, responsibilities and accountabilities that enable the integration of military and non-military 
capabilities. Accordingly, given the depth of unique experience Ukraine has amassed in this area, 
a comprehensive assessment of legislative and policy-related practices is warranted. The assessment’s aim 
would be to institutionalize best practices. To be fully effective, the assessment would need to account 
for domestic as well as international mechanisms and produce solutions that are compatible with 
Euro-Atlantic integration. 

NATO Implication – Authorities, responsibilities, accountabilities 

NATO must learn from Ukraine. The Alliance should seek Ukrainian assistance in conducting a detailed 
analysis of lessons relating to authorities, responsibilities and accountabilities in the context of countering 
hybrid threats. The results should be tailored to immediately inform NATO Bi-SC planning, training 
and education.13  

NATO Implication – Legal and policy cohesion 

Collective defence is predicated on Alliance members possessing relevant and adaptive legal and policy 
frameworks. In order to increase legal and policy coherence across the Alliance, NATO should create a 
standing platform through which Allied and Partner subject matter experts can collaboratively review laws, 
policies and legal practices relevant to countering hybrid threats.  

NATO Implication – Adapting legal frameworks 

Ukraine has had to adapt the legal framework for guiding force employment for domestic and international 
operations. NATO member nations should take into consideration that they may have to do likewise and 
have draft contingency legislative amendments that would enable rapid adaptation. 

3.2.2.4 NATO Capability and Capacity Building 

Deduction 

Unity of effort is difficult to achieve but critical when multiple international actors assist a partner’s 
capability development efforts. Each actor, as well as the partner, will likely have divergent interests, 
dissimilar capacity building capabilities and disparate resources. Absent a mandated unified structure, the 
community can only achieve coherence through voluntary cooperation. 

Implication – Unity of effort (I) 

When engaged in capacity building, NATO and individual Allies should continuously seek to unify efforts. 
Agreements between NATO and the partner, which by definition have been approved by all Allies, make an 
excellent starting point. After identifying the intersection for the greatest number of interests possible, 
stakeholders should be encouraged to establish a standing organizational structure with linkages to all other 
critical nodes within the capability development network. Finally, all involved should operate from a single 
plan that is overseen, not by the supporting element but by the supported partner.  

 
13 Bi-SC is the common shortform for “Bi-Strategic Commands” meaning, Supreme Allied Commander Europe (SACEUR) 

and Supreme Allied Commander Transformation (SACT). 
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Deduction 

NATO’s capacity building experience in Ukraine exposes the lack of a common methodology, not only 
among Allies but within NATO as a body. Rather than a whole-of-government and whole-of-society 
undertaking, the defence and security community tends to view capacity building through a tactical military 
lens. In this context, NATO presents mobile training teams, exercise and academic courses as the primary 
tools for building capacity. The NSHQ’S Building SOF Capability Handbook and course and the steps 
NATO is taking within the framework of NATO 2030 are aimed in the right direction. However, these 
measures lack the immediacy required to reduce redundancy and increase effectiveness in areas where 
capacity building is ongoing.  

Implication – Unity of effort (II) 

The Alliance would benefit from a comprehensive approach to capacity building. An authoritative 
organization within NATO’s civilian leadership structure should be charged with publishing a handbook to 
guide NATO-supported capacity building efforts. The handbook would aim to establish a common frame of 
reference for those operating from the national through unit level. Courses related to capacity building that 
are currently taught at NATO Special Operations University, NATO Security Force Assistance Centre of 
Excellence and other academic institutions across the Alliance should be aligned with the principles and 
practices outlined in the handbook. 

3.2.2.5 NATO-UN Partnerships 

Deduction 

NATO and the UN have a valuable partnership in facilitating peace operations. Nevertheless, the exchange 
of information and expertise with the UN and NATO support to peace operations remains important. 
However, in the context of the conflict in Ukraine, NATO is not perceived as a neutral party by Russia but 
the UN must be seen as non-aligned. As a result, NATO support to UN operations in post-combat phases 
may face difficulties. 

Implication – Reassessing partnerships 

NATO may have to reassess existing NATO-UN partnership agreements in order to reinforce NATO-UN 
cooperation. NATO may assist in contingency planning for the provision of UN assistance when faced with 
Russian opposition within the UN and provide logistical support to humanitarian assistance. Other areas of 
consideration include humanitarian de-mining, capacity building, Civil-Military Co-Operation (CIMIC), and 
post-combat reconstruction. 

3.2.2.6 Article 5, Hybrid Methods, and Alliance Cohesion 

Deduction  
Article 5 is the cornerstone upon which NATO will ultimately succeed or fail. However, invocation of Article 5 
requires consensus and agreement that the actions of an adversary have met an agreed-upon standard that is 
necessarily contextually derived. Malicious activity meant to challenge, but not cross, opaque national and 
Alliance “red lines” is a common feature of Russian behavior.  

Implication – Alliance cohesion and Article 5 
The Alliance must assume that Russia will continue to conduct covert and overt activities using all instruments of 
power in a manner that is meant to undermine the cohesion of the Alliance without triggering Article 5. No easy 
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solution exists to this problem. Whilst having agreed to NATO’s Core Tasks, Allies have different perceptions 
of what those tasks entail. Some see NATO at the core of both collective security and collective defence, 
while others see collective security as a broader network of activity of which NATO is a component. This 
contributes to differing perceptions of what constitutes an “attack” sufficient to justify invocation of Article 5. 

Implication – Relationships between the instruments of power 
Russian hybrid activity has been shown, at times, to be a precursor to broader, more obvious aggression. The 
Military Instrument of Power (MIOP) represented by NATO must be closely tied to other instruments of power at 
the national and supranational level. This is necessary to ensure awareness and preparation of appropriate options 
to prevent Russian attempts to shape the operating environment in its favor and mitigate Russian stratagems. 

3.2.2.7 Indications, Warnings, and Article 4 

Deduction 
NATO, its member nations, and its partners must ensure security and defence organizations and processes 
are aligned to provide timely indications and warning of possible or impending adversary action. Those 
indications and warnings must also be collated to ensure an integrated common operational picture. 

Implication – Integrated common operating picture 
An integrated common operating picture that is comprised of indications and warnings from Allies and 
Partners can be used to trigger timely political-strategic and military-strategic discussion that is necessary to 
mitigate or counter adversary action or, in the worst case, create the conditions for well-grounded 
consideration of whether an Article 5 invocation is warranted.  

3.2.2.8 Finding Common Ground 

Deduction 
The mandate and activities of Kosovo Force (KFOR) represents an example of Alliance policy or actions 
coinciding with adversary policy or operational goals in a manner complementary to both sides. While 
working to achieve different ends, such examples allow for NATO to continue having a presence in a 
potentially volatile region. 

Implication – Synchronicity 
While opportunities for such synchronicity may be few and fleeting, Allies and Partners should be prepared 
to identify situations where this can open doors for dialogue or mitigate against unintended escalation. A net 
assessment mindset will help conceive of potential opportunities for constructive interaction with adversaries 
and contribute to identification of common ground. 

3.2.3 The Military Instrument of Power 

3.2.3.1 Adapting Force Structure  

Deduction 

In the aftermath of the 2014 phase of the illegal Russian aggression, the Ukrainian Armed Forces recognized 
that their military effectiveness was predicated on the ability to adapt force structures to integrate national 
capabilities. This enabled more effective counter hybrid approaches. 
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Ukraine Implication – Identify reforms 

Using the NATO defence capability framework, identify the reforms necessary to institutionalize best practices 
for rapidly forming cross-functional military units for immediate employment against hybrid threats.14 

3.2.3.2 Situational Picture and Awareness 

Deduction 

One of the key decisions in the success of the Anti-Terrorist Operation (ATO) made by Ukraine was to 
establish a joint situation room participated by all necessary agencies and authorities. The Main Situation 
Center of Ukraine made it possible to create a common recognized situation picture and to generate accurate 
situational awareness in order to make the necessary decisions to counter-act against actions of 
Hybrid Warfare.  

Implication – Comprehensive defence 

Collective defence assumes NATO member nations have comprehensive national security and defence 
architectures. Any gaps at the national level undermine the security and defence of the Alliance. National 
level structures and processes must be tailored to enable situational awareness appropriate to the character of 
hybrid threats. Such efforts should be properly networked and able to integrate with Alliance structures 
and processes. 

3.2.3.3 Wartime Military Effectiveness 

Deduction  

The Ukrainian experience of learning, adapting, and innovating during wartime conditions is an exemplar for 
how military forces must rapidly embrace change in a manner that produces tangible results. Since 2014, 
Ukraine has taken dramatic whole-of-nation steps that manifest in maximized combat power. 

Implication – Learning and adaptation 

NATO should seek to learn as much as possible from the Ukrainian experience and support Ukraine in the 
continual effort to sustain learning over time. 

3.2.3.4 NATO Operational Planning: Long-Term Threat 

Deduction 

The Russian approach to hybrid activities has always relied upon the existence of sizable military forces. 
Any cessation of major combat operations in Ukraine will not fundamentally change this. However, as a 
result of combat losses in Ukraine, it will likely take Russia a number of years to reconstitute its combat 
power. During this time, Russian use of non-military means will likely take on a more prominent role in their 
efforts to coerce other states and organizations. 

 
14 NATO defence capability framework: Doctrine, Organization, Training, Materiel, Leadership, Personnel, Facilities, 

Interoperability (DOTMLPFI) 
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Implication – Russia as a long-term threat 

Regardless of the outcome of the conflict in Ukraine, Russian determination in pursuit of national interests 
should not be underestimated. Both Ukraine and NATO should prepare for a protracted challenging 
relationship with a hostile Russia. In addition, Ukraine will require assistance with the rapid reconstitution of 
its military forces. It may prove challenging to sustain Alliance agreement on the threat posed by Russia. 
NATO must ensure that national military forces are comprised of relevant capabilities that are held at 
appropriate readiness in order to provide flexible response options. 

3.2.3.5 Laws of War 

Deduction 

The actions and behaviors of Russian forces and Russian-backed proxies in the war against Ukraine have not 
conformed to international and humanitarian law or the laws of armed conflict. In addition, the character of 
the war in Ukraine as perpetrated by Russia carries with it a heightened level of brutality.  

Implication – Mental resilience 

The dehumanizing effects of warfare as perpetrated by Russia in Ukraine demand NATO pays greater 
attention to the mental resilience of both the individual and the group. This may include learning from 
Ukraine’s current experience, supporting them with the near and longer-term psychological effects of the 
war, and the relevance of current educational processes that seek to prepare personnel. 

3.2.3.6 Integration of Military and Non-Military Capabilities 

Deduction 

The integration of military and non-military capabilities is perhaps one of the most difficult aspects of 
countering hybrid threats. Ukraine expended great effort since 2014 exploring and analyzing various 
concepts and models to address shortcomings identified during this time. Ukraine has demonstrated that they 
adapted sufficiently in response to the existing threat. However, it should be noted that bureaucratic practices 
function differently when not under the duress imposed by wartime conditions. NATO can learn from 
Ukraine’s wartime experiences. 

Implication – Integration and absorbing the lessons 

Institutionalization of best practice regarding the integration of military and non-military capabilities will 
require the deliberate construction of agile and interoperable concepts and models. These must address the 
integration of decision-making processes and cycles, the interoperability of platforms and systems, and include 
a continuing program of testing and experimentation that challenges those concepts and models. These must be 
reflective of functional expertise, the lines of authority that characterize organizational mandates and culture 
and place a high value on simplicity for the purposes of clarity and agility in application. 

3.2.3.7 Ukraine’s Information Security: Mental Resilience 

Deduction 

Ukraine’s approach to Information Security (InfoSec) includes both the physical/technical dimension as well 
as the cognitive. The latter focuses on means to strengthen cognitive resilience and/or mitigate subversive 
activity, especially in regard to own forces. This approach is reflective of the main elements informing the 
development of the NATO cognitive warfare concept. 
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Implication – Mental health and morale 

Approaches to information security must be tailored to the context. However, Ukraine’s emphasis on 
cognitive resilience is a very important factor to consider and links to a number of other implications 
discussed herein. Ukraine will be able to teach NATO many lessons but, perhaps, the most significant will be 
in ensuring the cognitive resilience of forces. NATO and Ukraine should collaborate in the post-combat 
period to begin to understand the measures taken by them to sustain the mental health, mental resilience, and 
morale of their personnel, formations, and decision-makers. 

3.2.3.8 Strategic Communications and Internal Resilience 

Deduction 

Ukraine’s approach to strategic communications seeks to ensure that service members maintain complete 
awareness of the mission and evolving situation at all levels. The warfighters are able to discern enemy 
disinformation while reinforcing the official strategic communications message through their actions. To 
further contribute to resilience in the face of disinformation, the approach also affords consideration to the 
individual and unit morale. 

Implication – Building trust 

As Ukraine continues to refine the internal communications element of strategic communications, it is 
important to continue to implement measures that increase trust throughout the chain of command. The goal 
should be to eliminate dependence on any actors who are not subordinate to the unit commanders’ direct 
authority. Under the objective model, any specialists or subject matter experts provided by a higher 
headquarters would be officially attached to the supported command and answer directly to that commander.  

3.2.3.9 CIMIC in a National/Allied Context 

Deduction 

Historically, CIMIC has proven to be a flexible doctrinal concept, adaptable to specific conditions. Ukraine 
refined its approach to CIMIC by balancing NATO standards with the specific requirements dictated by the 
reality of the Russian-Ukrainian conflict. While Ukraine has institutionalized CIMIC as a doctrinal concept, 
this flexibility of application will be critical in the reconstruction and reconstitution phases. 

Implication – Societal resilience 

NATO CIMIC must be prepared to adapt current doctrine, training, and education in light of lessons 
identified resulting from the Ukrainian experience. In particular, this effort should place emphasis on 
understanding the requirements necessary to support NATO member national resilience when faced with 
hybrid aggression. It may be useful to revisit some of the lessons learned from the West-Balkan Six (WB6) 
in the 1990s, early 2000s, and the ongoing KFOR mission. 

3.2.3.10 Exercise Analysis: Frontstage (Public), Backstage (Veiled) and Mystification  

Deduction 

Russia’s public pronouncements regarding military exercises are meant to create legitimacy by both 
communicating to broader public and official audiences (e.g., compliance with OSCE 1999 Vienna Document). 
Russia uses such “frontstage” acting as a means of obfuscating “backstage,” or veiled, undeclared actions 
during military exercises as part of coordinated information campaigns. Backstage acting can be analyzed from 
the notion of “mystification,” in which Russia attempts to influence the perception and interpretation of its 
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veiled as well as its public actions and intentions. In contemplating Red-Blue interactions, “mystification” has 
the potential to create uncertainty by reinforcing false assumptions and conclusions. This phenomenon exploits 
actors’ susceptibility to disinformation created by a constant need of knowing. 

Implication – Read between the lines 

The way Russia attempts to build legitimacy for its actions is an important part of the stratagems it pursues. 
Public pronouncements by Russia must not be dismissed. Rather, they should be studied for indications 
of possible “backstage” acting. It should be expected that other adversaries will use similar means 
whenever possible.  

Implication – Exercises and campaign design 

The Alliance can apply the principles of Frontstage-Backstage acting to enhance exercise planning. 
In addition, NATO should seek to incorporate exercises as an integral part of outward-focused, enduring 
campaign design in addition to testing readiness and conducting gap analysis. 

Implication – Intelligence framework 

Frontstage-backstage can serve as a useful framework for intelligence analysts to deduce Russian messages 
and intentions in the run up to and their execution of military exercises. This framework can be added to 
intelligence methods to assist in the analysis of adversary military exercises in relation to other activities 
within the broader operational environment. 

3.2.3.11 Military Strategies to Handle Russian Backstage and Frontstage Acting 

Deduction 

The combination of frontstage and backstage acting makes it possible for Russia to calibrate different means 
to reach strategic goals. Frontstage acting captures the interest of the audience and presents images and 
fragments of Russian actions. Backstage acting enables sensitive military planning, intelligence collection, 
and discrete and covert operational action. Backstage acting can be analyzed from the notion of 
“mystification,” in which Russian secret actions increase the attentiveness and focus of western audiences on 
the meaning and portent of Russian behavior. This phenomenon may construct a western susceptibility and a 
constant need of knowing, which might be misused by Russia in disinformation operations. 

Implication – Unintended effects  

NATO must consider these challenges in the military planning processes and implement military strategies 
with the ability to act both with temporal variations and with considerations of potential consequences. 
As such, consequences include those that affect not only NATO as an alliance but also individual members 
(i.e., neighboring countries to Russia or nations vulnerable to Russian influence). Alliance planning must, as 
a first principle, consider the impact of plans and actions on Alliance cohesion, with an eye to removing 
vulnerabilities that can be exploited by competitors and adversaries.  

3.2.3.12 The Application of the Military Instrument of Power (MIOP) 

Deduction 

The MIOP provides decision-makers with an extensive array of capabilities not possessed by the 
organizational structures comprising other instruments of national or Alliance power. Most certainly, the 
mandate to wage war when directed is unique to the MIOP. Recourse to the MIOP will affect Red, Blue, and 
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Green perceptions (adversary, allied, partners and others), consequent deterrence calculations, and the 
information environment overall. Alternatives to the NATO MIOP may be preferable. For example, 
situations may be better addressed using non-military tools and resources available to political leaders. 

Implication: Use of the MIOP 

Particularly in the current and anticipated future operating environment, careful consideration must be given 
to whether military forces and the capabilities they possess are the best suited to the problem at hand. 
Military leaders and personnel often exhibit a ‘can-do’ attitude which is both admirable and necessary for 
military effectiveness. However, representatives of the MIOP must voice their professional assessment and 
judgment regarding the appropriateness and potential negative consequences of the use of military 
capabilities for a given task.  

3.2.3.13 MIOP Backstopping Hybrid Activity 

Deduction 

Military forces are often employed as a force-in-being to represent a deterrent that can limit target response 
options to non-military (“hybrid”) activity. For example, an adversary can affect “red line” calculations of its 
target when they possess credible military capabilities, the use of which may come into play if a response is made.  

Implication – Force posture 

The posturing of Alliance forces to signal collective resolve should continue. The careful use of force posture 
most certainly affects Russian calculations on the use of non-military methods, even if that is not always 
perceived to be the case. 

3.2.4 Homeland 

3.2.4.1 Electronic Warfare: Prevention and Protection  

Deduction 

Electronic Warfare (EW) capabilities remain an important component of Russian conception of intelligence 
collection, warfare and warfighting. Many, if not most, state and non-state threat actors consider disruption 
of C4ISR and civilian networks as critical elements in conflict, warfare, and warfighting. Even minor 
transnational criminal organizations will attempt to disrupt networks for criminal purposes.  

Implication – EW shielding 

Shielding from adversary EW capabilities is increasingly important, not only for security and defence 
installations and equipment but for civilian infrastructure and communications as well. EW shielding must 
be seen as a mandatory peacetime requirement. 

3.2.4.2 Homeland Defence is the Bedrock of Alliance Cohesion 

Deduction  

Russia attempts to tailor the application of its instruments of power to the specific national context of its 
targets. When considering the Euro-Atlantic theatre, the targeting of national level vulnerabilities often has a 
primary or secondary goal of creating or exploiting existing friction points in intra-Alliance relations.  
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Implication – National political-strategic arrangements 

Coherent, resilient national security and defence architectures (conceptual approach, legal foundations, 
organization, and process) are the bedrock of Alliance cohesion and military effectiveness. An enemy will 
seek to exploit tactical or operational weak points in the battlespace. Gaps at the national (political-strategic) 
level and within NATO will be exploited by adversaries to the ultimate detriment of collective defence. 

Deduction 

Inadequacies in Ukrainian legal frameworks hampered the ability of the security and defence sector 
(organizations) to coherently respond to Russian aggression beginning in 2014. Significant modernization of 
security and defence legislation continued through to the February 2022 Russian offensives. Ukraine’s 
continuing ability to defend itself is predicated on the implementation of revised policy and legislation. 

Implication – National legal frameworks 

Many NATO member and partner nations have sought to revise legal frameworks to address consistently 
evolving issues such as cyber operations, information security, and other similar contemporary topics. 
National level legal frameworks must enable comprehensive (whole-of-society) security and defence of the 
nation. It will always be necessary for NATO planners to reconcile differences in national legal frameworks 
but this necessary work will be unduly complicated if gaps in national frameworks exist.  

Deduction 

Critical infrastructure tends to be defined with slight differences at the national and multi-national level. 
Adversaries and malicious actors of all forms seek to target the assets that comprise critical infrastructure as 
a means to achieve desired ends.  

Implication – National critical infrastructure 

Allies and Partners can help ensure collective defence preparations by identifying, in detail, the national level 
public and private assets that comprise national critical infrastructure. Such preparations must include 
hierarchical considerations that allow for prioritization of what must be defended, identification of 
vulnerabilities, and plans for the mitigation of those vulnerabilities.  

Deduction 

It is not unknown for Russia to employ sabotage against critical infrastructure and other sensitive targets. 

Implication – Sabotage 

It is important for national security and defence preparations to assess potential vulnerabilities in context of 
sabotage. Allies and Partners should expect Russia to pre-position caches of critical equipment typically 
required to conduct sabotage.  

3.2.4.3 National Homeland Defence Concepts 

Deduction  

The varying strategic cultures of Allies and Partners affect the formal and informal conceptions of national 
security and defence at the national level. Portions of national legal frameworks, policy options and actions 
that might be appropriate and permissible in one country may not be seen as such in another.  
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Implication – Reconciling concepts 

The effectiveness of Alliance political and military-strategic planning is predicated upon constant effort to 
understand Allies and Partners and must not be taken for granted, particularly as the expansion of the 
Alliance is contemplated once again. In seeking to understand ourselves, it is important for each Ally and 
Partner to articulate the historical and contemporary basis for their conception of homeland defence. 
In addition, it is the responsibility of each nation to build understanding of the perspectives of others.  

3.2.4.4 Business and Investment – The Economic Instrument of Power  

Deduction 

Russia frequently uses private (vice state owned) business and investment for several purposes: 

• Control interests in critical national level industries; 

• Influence political decisions (at all levels of government); 

• Purchase real property that is near sensitive national infrastructure;  

• Purchase real property that is geographically situated in such a manner that it could be used to gain 
military advantage; and 

• Influence the development or ownership of energy infrastructure to shape energy flows to advantage.  

Implication – Foreign direct investment 

A balance between national security and economic interests must be struck. Diligence must be applied to 
uncover true ownership of companies, the origins of capital flows being used in foreign direct investment, 
and to uncover situations where adversary governments may be inappropriately influencing ostensible 
business decisions to gain advantage in security and defence affairs.  

Implication – Foreign ownership of real property 

Direct and indirect foreign ownership and development of real property near critical infrastructure and 
sensitive security and defence installations must continue to be carefully scrutinized.  

3.2.4.5 Influence on Non-Governmental Organizations 

Deduction 

Russia has an established practice of manipulating non-governmental organizations in the pursuit of strategic 
goals in ways that do not contravene national legal frameworks. Russia continues this tradition in various 
ways including at the local level to influence the development of energy infrastructure and backing youth 
groups that are used to influence the perceptions of adolescents in ways favorable to Russian interests. Such 
activities are not limited to the local level, however, as Russia has also sought to influence and control 
domestic and multi-national NGOs.  

Implication – Transparency and legitimacy 

Liberal democratic states must engage in continuous information campaigns to expose inappropriate 
influence or relationships between adversary governments and NGOs.  
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3.2.4.6 Homeland Defence: Readiness 

Deduction 
Ukraine’s experience in 2014 and 2022 reinforces the importance of high readiness homeland security and 
defence forces and the interagency connections required to facilitate comprehensive homeland defence.  

Implication – Professional development and exercises 
Combined, interagency professional development and exercises are necessary to establish and maintain 
national security and defence readiness. These activities are required regardless of the perceived efficiency of 
processes and technical arrangements meant to facilitate homeland defence.  

Implication – Planning 
Realistic, iterative, threat-based contingency planning is necessary to facilitate combined, interagency 
homeland defence exercises. Long-term, intelligence-driven, threat-informed military and non-military 
strategic planning is required for the development of combined, future-oriented advice to political 
authorities. In addition, this helps to ensure the relevance of the national security and defence architecture to 
expected future conditions. 

Implication – Indications and warning: Domain awareness  
Comprehensive and integrated domain awareness is necessary for homeland and collective defence. 
Particular attention should be paid to cyber and maritime domain (particularly inshore maritime) awareness, 
as Russia regularly exploits these areas. 

3.2.5 Information Environment 

3.2.5.1 Strategic Communication in Transition: ‘Total War’ to ‘Post-(Major) Conflict’ 

Deduction 
In the current context, Ukrainian wartime strategic communications are relatively straightforward – there is a 
clear aggressor and a defender and there is little contestation of core messages within strategic 
communications. Ukrainian strategic communications must be prepared for a shift in the information 
environment that will see a rise of internal challenging of political messaging characteristic of robust 
democratic systems. Ukrainian strategic communications will need to consolidate Ukrainian success in a 
manner that supports sustaining international attention on Ukraine’s needs as they begin reconstruction 
and reconstitution.  

Implication – STRATCOM doctrinal alignment 
Building upon the 2015 Ukraine-NATO strategic communications road map, Ukraine could consider 
applying the new AJP-10 Allied Joint Publication on Strategic Communication. This document could serve 
as a tool to guide Ukraine as it transitions from wartime to post-combat phases. Applying AJP-10 will also 
help achieve the goal of doctrinal alignment with NATO.  

Implication – Countering post-war malign messaging  
Russia will attempt to undermine Ukraine indirectly through renewed emphasis on global strategic 
communications. In some cases, Ukraine and its partners will have to invest further in the manner by which 
strategic communications are conducted. Greater emphasis should be placed on the assessment of 
effectiveness of these efforts in order to successfully counter Russian messaging. 



VOLUME V: MILITARY IMPLICATIONS 

STO-TR-SAS-161-Vol-V 23 

3.2.5.2 NATO Strategic Communications and Shared Understandings 

Deduction 

How close a country is to a military threat fundamentally alters the likelihood with which states consider 
their requirements for defence. This includes the extent to which NATO is factored into their defence. 
Member nations who are further removed from likely conflict zones may struggle to understand the 
perspectives of those most likely to have to invoke Article 5. This creates opportunities which may be 
exploitable by Russia or other adversaries. 

Implication – Shared understanding of threats  

Common understandings and coherent approaches to countering hybrid activities rely upon shared 
understandings of threats. NATO strategic communications have an important role to play in supporting the 
development of shared understandings across the Alliance and this point must be carefully considered during 
the routine revision of doctrine and consequent application to headquarters functions and processes.  

3.2.5.3 Countering Russian Rhetoric 

Deduction 

Russian strategic level “frontstage” acting is performed by government authorities, including the Ministry of 
Defence, special services, Russian Orthodox Church, and Russian media personalities and outlets. Political 
speeches and informational activities spread both through Russian Ministry of Defence (MoD) and media. 
Common themes highlighted by Russia include:  

• Construction of NATO as a threat to Russia. 

• Presentation of Russia as an agent of peace and stability. 

• Confronting strategies in the political and information dimension. 

• Accusations against opponents (for example, Russophobia). 

• “Play the relation card” (e.g., exaggeration of a relationship with another nation). 

Implication – Developing joint policies and doctrinal approaches 

NATO and its partners must continue to develop joint policies and doctrinal approaches suitable to 
countering the consistent themes of Russian rhetoric, especially as those relate to attempts to create friction 
between the Alliance and partner nations. NATO aspirants, such as Sweden and other partners must study 
and absorb issues identified and lessons learned from Alliance strategic communications to help support the 
development of strategies and reduce malign influence from Russia. NATO may also learn from external 
experience and knowledge concerning Russia, such as from NATO partners.  

3.2.5.4 Focus on the Effect 

Deduction  

The Russian government separates activities in the information environment into two conceptual categories, 
that of a) information-technical (the technical means of intervention), and b) information-psychological 
(the psychological effect). These categories are interdependent and complementary. Whilst the technical 
effects may be most obvious in the first instance, the psycho-social effect generated in a target audience are 
often less easily identified.  
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Implication – Discern adversarial intent 

Key stakeholders (host nation, deployed forces and NATO command structures) should develop integrated 
operational approaches to discern adversarial intent and a more holistic understanding of the information 
environment. It is particularly important to look beyond the technical output of an adversary activity and 
identify potential psycho-social effects as a means to uncover friendly force vulnerabilities. Whilst we must 
attempt to disrupt the adversary’s technical capabilities, NATO must also promote resilience amongst the 
military and broader public.  

3.2.5.5 Minor Actions Matter 

Deduction 

Russia takes a comprehensive and systemic view of the information environment. The Russian state 
establishment utilizes a campaign-based approach to design activity and generate effects, which aggregate 
into cascading disruptive results.  

Implication – Everything matters 

Responding only to significant information activities may prove detrimental over the long term. A deliberate 
campaign approach is needed to counter Russia’s information campaign. As part of this, analysts and 
planners must take into account even minor actions and statements when seeking to understand Russian 
intentions within the operational environment. 

3.2.5.6 Operational Security 

Deduction 

There is a huge amount of personal and organizational digital information available to be collected by the 
adversary. This creates operational security vulnerabilities that can be exploited by adversaries to gain advantage. 

Implication – Start with the individual 

The Alliance has made substantial improvements in conducting much of its routine business in a more 
discreet manner. At both the national and Alliance levels it may be prudent to consider inculcating an 
OPSEC mindset more typical of intelligence and special operations forces, whereby the individual is treated 
as the foundation of organizational force protection. OPSEC should be addressed as a personal responsibility 
as much as an organizational one. 

4.0 CONCLUSION 

The research and analysis of the RTG provides a detailed picture of the characteristics of contemporary 
Russian behavior. Regardless of the outcome of Russia’s current war against Ukraine, it is highly unlikely 
that the behaviors of the Russian government will improve. In other words, we should expect to see, and 
must consistently prepare for, the type of behaviors described in the reporting of this RTG. The military 
implications provided in this volume are of relevance to the entire spectrum of military planning and, in fact, 
they imply at least a portion of work programs that can be pursued to improve current practice. Doing so will 
contribute to ensuring the military effectiveness of Allied and Partner military forces over the long term. 
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Annex A – TABLE OF IMPLICATIONS ‒ SOURCE MATERIAL  

This table indicates the relationship between the various components of RTG research and analysis and the 
individual military implications.  

Military Implication Title Source Material 

Developing Common Understanding CAN, DNK (KFOR), GBR 

Systematic Analysis of Military Exercises GBR, SWE 

Spirituality and Religion DNK (KFOR) 

Religious Organisations and Politics DNK (KFOR) 

National Interests, Alliances, and Partners UKR 

Reducing Coercive Options: Limiting Dependence UKR 

Formulating Legal Frameworks CZE, HRV, UKR, NSHQ 

NATO Capability and Capacity Building NSHQ 

NATO-UN Partnerships DNK (KFOR) 

Article 5, Hybrid Methods, and Alliance Cohesion GBR, NSHQ 

Indications, Warnings, and Article 4 GBR 

Finding Common Ground DNK (KFOR) 

Adapting Force Structure UKR, NSHQ 

Situational Picture and Awareness CZE, FIN, HRV, UKR 

Wartime Military Effectiveness UKR 

NATO Operational Planning: Long-Term Threat All material 

Laws of War UKR, NSHQ 

Integration of Military and Non-Military Capabilities UKR, NSHQ 

Ukraine’s Information Security: Mental Resilience UKR 

Strategic Communications and Internal Resilience UKR 

CIMIC in a National/Allied Context DNK (KFOR) 

Exercise Analysis: Frontstage (Public), Backstage (Veiled) and 
Mystification 

CAN, SWE  

Military Strategies to Handle Russian Backstage and Frontstage Acting SWE 

The Application of the Military Instrument of Power (MIOP) GBR 

MIOP Backstopping Hybrid Activity GBR, SWE, UKR 

Electronic Warfare: Prevention and Protection   FIN, HRV, SWE 

Homeland Defence is the Bedrock of Alliance Cohesion CZE, FIN, HRV, UKR 

National Homeland Defence Concepts CZE, FIN, GBR, HRV, NSHQ 
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Military Implication Title Source Material 

Business and Investment – The Economic Instrument of Power FIN, HRV 

Influence on Non-Governmental Organizations DNK (KFOR), FIN, HRV 

Homeland Defence: Readiness All material 

Strategic Communication in Transition: ‘Total War’ to ‘Post-(Major) 
Conflict’ 

UKR 

NATO Strategic Communications and Shared Understandings All material 

Countering Russian Rhetoric All material 

Focus on the Effect CAN, GBR, UKR 

Minor Actions Matter CAN, GBR, UKR  

Operational Security CAN, FIN, GBR, UKR  
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Annex B – FUTURE NATO-UKRAINE 
RESEARCH COLLABORATION 

The topics below were developed as part of a combined NATO-Ukraine workshop held as part of 
STO SAS-161 RTG meetings in the 27th February to 3rd March 2023. These topics were identified, 
in part, during the development of the military implications captured above in this document. The intent is 
to provide some ideas for further collaborative work between Ukraine and NATO. No assumption on 
potential lead NATO or Ukraine organizations has been made but most of the topics are suitable to short or 
longer-term timelines.  

Enhancing coordination within Ukraine 

Within the framework of the Comprehensive Assistance Package, support the establishment of a central 
platform at the Military Academy named after Yevgeni Berezniak that can act as a coordinator for 
NATO-Ukraine research collaboration. Major tasks would include identifying Ukrainian partners for 
collaboration projects, ensure the intellectual linkages between projects and facilitate the exploitation of project 
results and deliverables. This office will be sponsored by and have the authority to coordinate directly with the 
Governmental Office for Euro-Atlantic Integration and the Council of Security and Defence of Ukraine.  

Scenario-based planning for contingency and strategic foresight/futures 

Develop a framework that will enable consistent creation of plausible pacing-threat centric, intelligence 
informed scenarios that can be analyzed through various exercise and experimentation means. This research 
and analysis will also require the development of the exercise and experimentation tools suitable to the 
Ukrainian context.  

Modernization of Ukrainian Targeting process, with particular attention toward reviewing, validating 
and revising target lists 

Research, analysis, and design of a modernized targeting process. This modernized process should enable 
more complete consideration of possible friendly and enemy courses of action, the identification and analysis 
of discrete targets, fuller understanding of primary, secondary, and tertiary effects, and the ability to 
neutralize, mitigate, or prevent damage from enemy action.  

Ensuring Ukrainian comprehensive defence, to include proactive Counter Hybrid Warfare (CHW) 
measures to detect, deter and/or defend against CHW actions 

Research, analysis, design, and eventual post-war implementation of a Ukrainian Comprehensive Defence 
concept focused on the proactive detection, deterrence, and defence against enemy hybrid warfare. The 
concept should focus on the protection of Ukrainians, national infrastructure, and societal resilience. 
It should facilitate both proactive and defensive actions that enable pre-emption of enemy courses of action. 
The concept should enable integrated, flexible action that expands maneuver space by the use of all 
instruments of national power.  

Unique role of special operations in CHW 

• SOF Multi Domain Operations in terms of enduring campaigns
• Space
• SOF’s role in facilitating interagency communications on behalf of the force
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• Deterrence 
• Comprehensive Defence (resistance) 

Investigate topics relative to post-war conditions 

• Strategic communications requirements to guide Ukraine as it transitions from wartime to 
post-combat phases.  

• Post-service support to veterans, including Territorial Defence and those who actively supported 
combat operations, but not covered by established by traditional force benefit package. 

• Post-war care for families traumatized by the war: 

• How do you identify and prioritize victims in need of support? 

• What type of support is required? 

• Military’s role in the reintegration and reconciliation of citizens into Ukrainian society, to include 
people from temporarily occupied territories, internally displaced persons, etc. 

• Evaluating applicability of existing demobilization doctrine and practices; e.g., demining, heavy 
weapons cantonment, small arms and munitions, etc., for specific application to anticipated 
Ukrainian conditions. 

Stakeholder management 

• Improved management and coordination of donor relationships and their contributions. 

• Post-war assimilation or return of donated weapons and equipment. 

Legal frameworks 

• A comprehensive assessment of legislation, regulations, and policy and related practices to ensure 
institutionalization of issues identified and proposed solutions, and lessons learned with regards to 
strengths and gaps. 

• Legal protections for civilians who directly participated in hostilities. 

• Determining combatant vs. non-combatant status. 

NATO-Partner communications 

Determining means for reasonably secure communications between Allies and Partners engaged in hostilities. 

Public-private partnerships 

• Reconstitution of critical infrastructure required for comprehensive defence. 

• Care of wounded and injured military personnel. 

• Care of families affected by hostilities. 

Military changes and adaptations 

• Behaviors  

• Lessons 
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• Resources 

• Structures 

• Internal and supporting 

CIMIC in terms of domestic societal resilience 

• Buttressing societal resilience during conflict and war. 
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